Position: Security Architect
Location: Melbourne

Context

We are seeking a skilled Security Architect to join our team and provide expert guidance
on security architecture for our insurance customers. The ideal candidate will have a
strong background in cloud technologies, particularly Azure and O365; however, general
knowledge of cloud technologies and security controls will be considered favourably.
Candidates should also possess relevant credentials in security architecture. As a
Security Architect, you will play a key role in ensuring the security of our internal
programs, collaborating with cross-functional teams to implement robust security
solutions and mitigate risks effectively.

If you are passionate about security architecture and have a strong background in cloud
technologies, particularly Azure and 0365, we would love to hear from you. Apply now
to join our dynamic team.

Responsibilities and Outcomes

e Develop and maintain security architecture for internal programs, ensuring
alignment with industry best practices and compliance requirements.

¢ Collaborate with internal stakeholders to understand program requirements and
identify security needs.

e Design and implement security solutions for cloud-based environments, with a
focus on Azure and O365.

¢ Conduct design reviews of solution architectures to ensure compliance and
identify vulnerabilities.

e Conduct security assessments and risk analysis to identify potential
vulnerabilities and recommend mitigation strategies.

e Provide guidance and support to product development teams and projects on
security best practices and implementation of security controls.

e Stay up-to-date with the latest security trends and technologies, recommending
new approaches to enhance security posture.

¢ Document security architecture, processes, and procedures, ensuring they are
well-documented and easily accessible to relevant stakeholders.

e Collaborate with other security team members to ensure a cohesive and
effective security strategy across the organisation.

Skillsets (or role type)
e SABSA, CISSP or equivalent certification in security architecture.

e Minimum of 3 years' experience in security architecture, with a focus on cloud
technologies.

Sensitivity: Public



e In-depth knowledge of Azure and O365 security best practices and
implementation.

e Strong understanding of security frameworks and standards, such as NIST, ISO,
CIS, SACSF, ISM.

e Excellent communication and interpersonal skills, with the ability to effectively
communicate security-related concepts to technical and non-technical
stakeholders.

e Strong analytical and problem-solving skills, with the ability to identify and
mitigate security risks effectively.

e Ability to work independently and collaboratively in a fast-paced environment.

Pre-requisites

Staff must have work rights in Australia and will be required to complete a successful
police check prior to commencement.

Sensitivity: Public



